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Appendix A

Privacy Impact Assessment Authorization
Memorandum

| have carefully assessed the Privacy Impact Assessment for FAST. This document has been
completed in accordance with the requirements of the SBA System Development Methodol ogy.

MANAGEMENT CERTIFICATION - Please check the appropriate statement.

The document is accepted.

The document is accepted pending the changes noted.

The document is not accepted.

We fully accept the changes as needed improvements and authorize initiation of work to
proceed. Based on our authority and judgment, the continued operation of this systemis

authorized.

Diane Gannon
Project Leader

Edsel Brown
OT Program Area/Sponsor Representative

Howard Bolden
Agency Computer Security Program Manager

Lisa Babcock
FOIA Program Area/Sponsor Representative
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10 INTRODUCTION AND OVERVIEW

11 Background

The Small Business Adminigtration is responsible for ensuring the privacy, confidentiality, integrity, and
availability of client and employee information. The SBA recognizes that privacy protection is both a
persona and fundamental right of al clients, partners, and employees. Among the most basic of clients,
partners, and employees’ rightsis an expectation that the SBA will protect the confidentiality of persond,
financia, and employment information. Clients, partners, and employees aso have the right to expect
that the SBA will collect, maintain, use, and disseminate identifiable persona information and data only
as authorized by law and as necessary to carry out agency responsibilities. Client and employee
information is protected by the following:

Privacy Act of 1974, as Amended (5 USC 552a) which affords individuals the right
to privacy in records that are maintained and used by Federa agencies. Note that
5 USC 552a includes the Computer Matching and Privacy Act of 1988

(Public Law 100-503);

o0 Computer Security Act of 1987 (Public Law 100-235) which establishes minimum
security practices for Federal computer systems,

TFR 102.20 Privacy Act Regulations;

0 OMB Circular A-130, Management of Federa Information Resources, which provides
instructions to Federa agencies on how to comply with the fair information practices and
security requirements for operating automated information systems;

0 OMB Circular A-11, Part 7: Planning, Budgeting, Acquisition and Management of
Capital Assets, which prescribes how security and privacy safeguards should be treated in
agencies capital lans for major information technology projects. (Circular A-11 isre-
issued annually)

0 Freedom of Information Act, as Amended (5 USC 552) which provides for the disclosure
of information maintained by Federa agencies to the public while allowing limited
protections for privacy.

12 The Freedom of Information/Privacy Acts Office

The Freedom of Information/Privacy Acts Officeis the SBA organization responsible for managing
SBA’s appellate function, as well as developing the Agency’s policy and procedures regarding the
FOI/PA. Besidesthe FOIA duties, the Office is responsible for: ensuring that the Agency adheresto
requirements of the PA and maintains administrative control of SBA activities implementing the act;
decides all administrative PA appeals; educates SBA components about their PA responsibilities, and
advises Agency personnel, clients of the Agency and the general public regarding all aspects of the Act;
prepares the Biennia Privacy Act Report to OMB.
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13 Privacy Impact Assessment

The Privacy Impact Assessment is a process used to evauate privacy in information systems. The
process is designed to guide system owners and developers in assessing privacy through the early stages
of development. The process consists of privacy training, gathering data on privacy issues from the
project, identifying and resolving any privacy risks, and approval by the Senior PA Officer. The PIA
process is described in detail in Section I11, Completing a Privacy Impact Assessment.
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20

21

2.2

PRIVACY ISSUESIN INFORMATION SYSTEMS

Privacy Act of 1974 5 U.S.C. 552a As Amended

The Privacy Act of 1974 5 U.S.C. 552a As Amended requires Federal Agencies to protect
personally identifiable information. It states specifically:

"each agency that maintains a system of records shall -"

"maintain in its records only such information about an individual asis relevant and necessary to
accomplish a purpose of the agency required to be accomplished by statute or by executive order
of the President;"

"collect information to the greatest extent practicable directly from the subject individua when
the information may result in adverse determinations about an individuals rights, benefits, and
privileges under Federal programs;”

"maintain al records which are used by the agency in making any determination about any
individual with such accuracy, relevance, timeliness, and completeness as is reasonably necessary
to assure fairness to the individual in the determination;"

"establish appropriate administrative, technical and physical safeguards to insure the security and
confidentiality of records and to protect against any anticipated threats or hazards to their security
or integrity which could result in substantial harm, embarrassment, inconvenience, or unfairness

to any individual on whom information is maintained."

Definitions:
Accuracy - within sufficient tolerance for error to assure the quality of the record in terms of its
use in making a determination.

Completeness - al elements necessary for making a determination are present before such
determination is made.

Determination - any decision affecting an individual which, in whole or in part, is based on
information contained in the record and which is made by any person or agency.

Necessary - athreshold of need for an element of information grester than mere relevance and
utility.

Record - any item, collection or grouping of information about an individua and identifiable to
that individua that is maintained by an agency.

Relevance - limitation to only those elements of information which clearly bear on the
determination(s) for which the records are intended.

Routine Use - with respect to the disclosure of arecord, the use of such record for a purpose
which is compatible with the purpose for which it was collected.
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System of Records- agroup of any records under the control of any agency from which
information is retrieved by the name of the individua or by some identifying number, symbol, or
other identifying particular assigned to the individual

2.3 Information and Privacy
To fulfill the commitment of the SBA to protect personal data several issues must be addressed with
respect to privacy.

- The use of information must be controlled.
- Information may be used only for a necessary and lawful purpose.

- Individuals must be informed in writing of the principa purpose and routine uses of the
information being collected from them.

- Information collected for a particular purpose should not be used for another purpose without
the data subjects consent unless such other uses are specifically authorized or mandated by law.

- Any information used must be sufficiently accurate, relevant, timely and complete to assure fair
treatment of the individual.

Given the availability of vast amounts of stored information and the expanded capabilities of information
systems to process the information, it is foreseeable that there will be increased requests, from both inside
and outside the SBA, to share that information. With the potential expanded uses of datain automated
systemsit isimportant to remember that information can only be used for the purpose for which it was
collected unless other uses are specifically authorized or mandated by law. If the dataisto be used for
other purposes, then the public must be provided notice of those other uses.

These procedures do not in themselves create any legd rights, but are intended to express the full and
sincere commitment of the SBA to the laws which protect client and employee privacy rights and which
provide redress for violations of those rights.

24 Data in the System

The sources of the information in the system are an important privacy consideration if the data is gathered
from other than SBA records. Information collected from non-SBA sources should be verified, to the
extent practicable, for accuracy, that the information is current, and the information is complete. Thisis
especially important if the information will be used to make determinations about individuas.

25 Accessto the Data

Who has access to the data in a system must be defined and documented. Users of the data can be
individuas, other systems, and other agencies. Individuals who have access to the data can be system
users, system administrators, system owners, managers, and developers. When individuals are granted
access to a system, their access should be limited, where possible, to only that data needed to perform
their assigned duties. If individuals are granted access to al of the datain a system, procedures need to be
in place to deter and detect browsing and unauthorized access. Other systems are any programs or
projects that interface with the system and have access to the data. Other agencies can be International,
Federal, state, or local entities that have accessto SBA data.
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2.6 Attributes of the Data

When requirements for the data to be used in the system are being determined, those requirements must
include the privacy attributes of the data. The privacy attributes are derived from the legal requirements
imposed by the Privacy Act of 1974. Firgt, the data must be relevant and necessary to accomplish the
purpose of the system. Second, the data must be complete, accurateand timely. It isimportant to ensure
the data has these privacy attributes in order to assure fairness to the individual in making decisions based
on the data.

2.7 Maintenance of Administrative Controls

Automation of systems can lead to the consolidation of processes, data, and the controlsin place to
protect the data. When administrative controls are consolidated, they should be evaluated so thet dll
necessary controls remain in place to the degree necessary to continue to control access to and use of the
data.

Data retention procedures should be documented. Data retention procedures require review to ensure
they meet statutory and/or IRM requirements. Precise rules must be established for the length of time
information is kept and for assuring that it is properly eiminated at the end of that time.

The intended and potential monitoring capabilities of a system must be defined and safeguards must be
installed to ensure the privacy of clients and partners and prevent unnecessary intrusion. The use of
monitoring capabilities should be limited, at a minimum, to some judicialy ascertainable standard of
reasonableness in light of the statutory mission of the SBA and other authorized governmenta users of
the system.
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3.0 PRIVACY ASSESSMENT
31 Datain the System
1. Generally describe the information to be used in the system in each of the following categories:
Citizen
None
Client Partner
Mentors information and types of mentoring services they can provide. Grant recipients

contact, address, phone, email and fax information will be displayed from the PIMS
database. The mentoring statistics will also be in the database.

No elements fall under privacy. All the information will be viewable by the public to
find the appropriate mentor.

Employee
none
Other

none

2. What are the sources of the information in the system?
a. What SBA files and databases are used?

SBA ref database for general code look ups
FAST database

Webpartner database which is a subset of pims data only capturing grant recipients
contact, address, phone, email, hours of operation, partner type and fax information.

b. What Federal Agencies are providing data for use in the system?
None
c. What State and Local Agencies are providing data for use in the system

None
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d. What other third party sources will data be collected from
None

e. What information will be collected from the client/partner/employee?
SBA employees can update dl information
Partners
Mentors can update their location information and who they have mentored

Grant recipients can update mentors information that for mentors that are associated with
their organization.

3. a. How will data collected from sources other than SBA records and the partner or
client be verified for accuracy?

n/a
b. How will data be checked for completeness?
Safeguards in the database and code prevent incomplete records from being added

c. Isthe data current? How do you know?

The record contains a last modified date
SBIR staff will review data periodically
4. Are the data elements described in detail and documented? If yes, what is the name of the document?
FAST Erwin diagram

32 Accessto the Data

1. Who will have access to the data in the system (Users, Managers, System Administrators,
Developers, Other)?

Users (Smal Business), SBIR staff, Mentor, grant recipients and System Administrators

2. How is access to the data by a user determined? Are criteria, procedures, controls, and
responsi bilities regarding access documented?

SBA employees can update al information

Partners
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Mentors can update their location information and who they have mentored

Grant recipients can update mentors information that for mentors that are associated with
their organization and assign the protégée to a mentor.

Public can view mentor’s qualifications and grantee’ s contact information.

3. Will users have access to all data on the system or will the users access be restricted? Explain.

Database System Administrators have database logins and passwords.
Developers are restricted to access in Development Only

Public restricted to view

Mentors, SBIR employees and grantees will have restricted access to the
necessary tables, GLS will provide the security mechanism. PIMS data

will be updated in PIMS
4. What controls are in place to prevent the misuse (e.g. browsing) of data by those having access?

There are groups assigned at the database level to control access
The GLS also uses the groups as roles to restrict access

5. a Do other systems share data or have access to datain this system? If yes, explain.

PIMS datais copied to webpartner database capturing grant recipients contact,
address, phone, email, hours of operation, partner type and fax information

b. Who will be responsible for protecting the privacy rights of the citizens, partners,
clients, and employees affected by the interface?

OCIO/OT

6. a. Will other agencies share data or have access to data in this system (International,
Federal, State, Local, Other)?

No

b. How will the data be used by the Agency?
N/A

c. Who is responsible for assuring proper use of the data?
N/A

d. How will the system ensure that agencies only get the information they are
entitled to under 13 CFR 102.20?

N/A
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3.3

Attributes of the Data

Isthe use of the data both relevant and necessary to the purpose for which the system is being
designed?

Public Law 106-554 also requires the SBA to establish a Mentoring Database in
cooperation with the SBIR, STTR and FAST programs. The FAST Mentoring Database
must include information on Mentoring Networks and mentors participating in the
program including a description of their areas of expertise. Office of Technology staff
will add information regarding the FAST Grant Recipients. FAST Grant Recipients will
add information concerning other Mentors. The end users for the FAST Mentoring
Database will be small businesses that are seeking mentorsin their area of the country.

a. Will the system derive new data or create previoudy unavailable data about an
individua through aggregation from the information collected?

No

b. Will the new data be placed in the individual’ s record (citizen, client, partner, or
employee)?

Mentoring information will be added to the record.

c. Can the system make determinations about citizens, clients, partners, or employees
that would not be possible without the new data?

No
d. How will the new data be verified for relevance and accuracy?

Statistics will be generated

3 a If dataisbeing consolidated, what controls are in place to protect the data from unauthorized
access or use?

N/A

b. If processes are being consolidated, will the proper controls remain to protect the
data and prevent unauthorized access? Explain.

N/A

4. a How will the data be retrieved? Can it be retrieved by persond identifier? Explain.

Internal keys for Location ID,Metoring id, protégée id

b. What are the potential effects on the due process rights of citizens, clients, partners,
and employees of:

Privacy Impact Assessment Page 9



consolidation and linkage of files and systems;
N/A

derivation of data;
N/A

accelerated information processing and decision making;
No Effect

use of new technologies.
No Effect

How are those effects to be mitigated?

N/A

34 M aintenance of Administrative Controls

1. a Explain how the system and its use will ensure equitable treatment of citizens, clients,
partners, and employees.

The same data is maintained on all organizations profiles

b. If the system is operated in more than one site, how will consistent use of the system and
data be maintained in all sites?

1 Ste Only
c. Explain any possibility of disparate treatment of individuals or groups.
N/A

2. a. What are the retention periods of datain this system?

Records will be reviewed at |east annualy when awards are awarded. Entitiesthat are
not continuing will be marked inactive.

b. What are the procedures for eliminating the data at the end of the retention period?
Where are the procedures documented?

Retention rules for inactive records will follow PIMS procedures.

Privacy Impact Assessment Page 10



c. While the data is retained in the system, what are the requirements for determining
if the datais still sufficiently accurate, relevant, timely, and complete to ensure fairnessin
making determinations?
Grantees and mentors still active in program

OT and the awardees will periodically check at least annually to make sure information is
accurate

3. a Isthe system using technologies in ways that the SBA has not previously employed (e.g.,
Cdler-ID)?

No. Everything follows SBA’s agency standards
b. How does the use of this technology affect citizen/client/partner/employee privacy?
N/A

4. a. Will this system provide the capability to identify, locate, and monitor individuas? If yes,
explain.

No. The system will only track mentors and awardees with their company information.

b. Will this system provide the capability to identify, locate, and monitor groups of people?
If yes, explain.

No
¢. What controls will be used to prevent unauthorized monitoring?

The login screen and Sybase groups. The system will only track mentors and awardees
with their company information.

5. a Under which Systems of Record notice (SOR) does the system operate? Provide number
and name.

N/A

b. If the system is being modified, will the SOR require amendment or revision? Explain.
No
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Appendix A

APPENDIX A
DECLARATION OF PRIVACY PRINCIPLES

The privacy principles set forth in this declaration are based on the ethical and legal obligations of the
Small Business Administration to the public and are the responsibility of all SBA employees to recognize
and treat their office as apublic trust.

The obligation to protect client and partner privacy and to safeguard the information clients and partners
entrust to usis afundamental part of the SBA’s mission to administer the law fairly and efficiently.
Clients and partners have the right to expect that the information they provide will be safeguarded and
used only in accordance with law. In recognition of these obligations, policies and procedures must
clearly state who should have access to what information and for what purposes. In addition, appropriate
limitations must be placed on the collection, use and dissemination of clientsand partners’ personal and
financia information and sufficient technological and administrative measures must be implemented to
ensure the security of SBA data systems, processes and facilities.

All SBA employees are required to exhibit individual performance that reflects acommitment to dedling
with every client and partner fairly and honestly and to respect the clients and partners’ right to feel
secure that their personal information is protected. To promote and maintain clients and partners
confidence in the privacy, confidentiality and security protections provided by the SBA, the SBA will be
guided by the following Privacy Principles:

Principle 1: Protecting citizen, client and partner privacy and safeguarding confidentia citizen, client
and partner information is a public trust.

Principle 2: No information will be collected or used with respect to citizens, clientsand partners that
is not necessary and relevant for legally mandated or authorized purposes.

Principle 3: Information will be collected, to the greatest extent practicable, directly from the citizen,
client or partner to whom it relates.

Principle 4: Information about citizens, clients and partners collected from third parties will be
verified to the greatest extent practicable with the citizens, clientsand partners
themselves before action is taken against them.

Principle 5: Personally identifiable citizen, client or partner information will be used only for the
purpose for which it was collected, unless other uses are specifically authorized or
mandated by law.

Principle 6: Personally identifiable citizen, client or partner information will be disposed of at theend
of the retention period required by law or regulation.

Principle 7: Citizen, client or partner information will be kept confidential and will not be discussed
with, nor disclosed to, any person within or outside the SBA other than as authorized by
law and in the performance of officia duties.
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Principle 8: Browsing, or any unauthorized access of citizen, client or partner information by any
SBA employee, constitutes a serious breach of the confidentiality of that information and
will not be tolerated.

Principle 9: Requirements governing the accuracy, reliability, completeness, and timeliness of citizen,
client or partner information will be such asto ensure fair treatment of all clientsand
partners.

Principle 10:  The privacy rights of citizens, clients and partners will be respected at al times and every
citizen, client and partner will be treated honestly, fairly, and respectfully.

The Declaration does not, in itself, create any lega rights for clientsand partners, but it is intended to
express the full and sincere commitment of the SBA and its employees to the laws which protect client
and partner privacy rights and which provide redress for violations of those rights.
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Appendix B

APPENDIX B
POLICY STATEMENT ON CITIZEN, CLIENT AND PARTNER PRIVACY RIGHTS

The SBA isfully committed to protecting the privacy rights of dl citizens, clients and partners. Many of
these rights are stated in law. However, the SBA recognizes that compliance with legal requirements
aoneis not enough. The SBA aso recognizes its socia responsibility which is implicit in the ethical
relationship between the SBA and thecitizen, client or partner. The components of this ethical
relationship are honesty, integrity, fairness, and respect.

Among the most basic of a dtizens, clients, or partners’ privacy rights is an expectation that the SBA will
keep persona and financia information confidentia. Citizens, clients and partners also have the right to
expect that the SBA will collect, maintain, use, and disseminate personally identifiable information and
data only as authorized by law and as necessary to carry out agency responsibilities.

The SBA will safeguard the integrity and availability of citizens, clientsand partners’ personal and
financial data and maintain fair information and record keeping practices to ensure equitable treatment of
al citizens, clientsand partners. SBA employees will perform their duties in a manner that will recognize
and enhance individuas' rights of privacy and will ensure that their activities are consistent with law,
regulations, and good administrative practice. In our record keeping practices, the SBA will respect the
individual’s exercise of higher First Amendment rights in accordance with law.

As an advocate for privacy rights, the SBA takes very serioudly its socia responsibility to citizens, clients
and partners to limit and control information usage as well asto protect public and official access. In
light of this responsibility, the SBA is equally concerned with the ethical treatment of citizens, clientsand
partnersas well astheir legal and administrative rights.
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Appendix C
FAST Development Data Flow

Development..FAST — Display1 / <Main Subject Area>

sharef..County

sbaref..State

@, State Code: String ’—f& State Code: Strm_t_y (FK)
‘partner..Partner Locati @, County Code: String :>~ o
| @, Location Id: Numb L

|

‘ Mentor State Participation Y
\
\
|
\
\
\
|
|
|
\
\
\
|
I
|
|
|
|
|

@, Mentor ID: Number (FK)
&, Location Id: Number (FK)

Active Inactive indicator: Number
Create User Id: String
Create Date: Datetime

Award ?
% Award Id: Number Participating State Organizations

Fiscal Year: String & AWSTS Id: Nu.r:1be: (FK)
Amount: Number @ id: ! (FK)

Create User Id: String Lead Indicator: Number
Create Date: Datetime

Active Inactive Indicator: Number

|
; Create User Id: String
L Create Date: Datetime

SBIR STTR Participation
@ Protégée Id: Number (FK) Y
&, SBIR STTR Particiaption Sequence Number: Number L 77777777777 A
Agency Id: Number (FK) ®
Protégée

Award/Contract Number: String

Award Date: String } @, Protégée Id: Number

Create User Id: String [ Protégée Name: String
Create Date: Datetime Street Number: String
¢ o Street1 Name: String
| Street2 Name: String
| City: String
! County Code: String (FK)
e — o State Code: String (FK)
<g Zip Code 5: String (FK) .
Agency Zip Code 4: String (FK}) |
@, Agency Id: Number Phone: String ‘
Contact Last Name: String |
Agency Name: String Contact First Name: String |
Active Inactive Indicator: Number Contact Middle Name: String |
Create User Id: String Contact Title: String | o]
Create Date: Datetime Contact Phone: String

Contact EMail: String

| Women Owned Indicator: Number

| Ethnic Code: String (FK)

| SDB Indicator: Number
- Business Type Code: Number (FK)}
Business Formed Date: Datetime
r—@ Number Of Employees: Number
sbaref..Busil Type | Previous Government Contract Indicator: Number
&, Business Type Code: Number | | Commercial Innovations Indicator: Number
Number Of Patents: Number
Active Inactive Indicator: Number
Create User Id: String
Create Date: Datetime

sbaref..Ethnic
&\ Ethnic Code: String |

>;_._ —

1,1 /1,3 —-3:20:27 PM, 1/15/2004
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Development..FAST -- Display1 / <Main Subject Area>

Mentor

@, Mentor ID: Number

Company Name: String
Mentor Last Name: String
Mentor First Name: String
Mentor Middle Name: String
Street Number: String
Street1 Name: String
Street2 Name: String

City: String

County Code: String (FK)
State Code: String (FK)
Zip Code 5: String (FK)

Zip Code 4: String (FK)

Phone: String

Fax: String

Email Address: String

Active Inactive Indicator: Number
Create User Id: String

Create Date: Datetime

Mentor Technology Area
& Technology Area Code: Number (FK)
@ Mentor ID: Number (FK)

Active Inactive Indicator: Number
Create User Id: String
Create Date: Datetime

Mentor Area of Expertise
@&, Mentor iD: Number (FK)
@&, Area of Expertise Code: Number (FK)

Year the Skill was Acquired: String
Active Inactive Indicator: Number
Create User Id: String

Create Date: Datetime

Mentor Protégée

@, Mentor ID: Number (FK)

& Locar

&, Protégée Id: Number (FK)

n Id: Number (FK)

Create
Create

User Id: String
Date: Datetime

el

sbaref..Zip Code
&, Zip Code 5: String
—_ & Zip Code 4: String

|
\

r

!

f

\

\

\

\

} _____
| |

' |

' |

| |

| |

Mentor Service

Mentoring Service Provided

&, Service Sequence Nmber: Number (FK|

&, Area of Expertise Code: Number (FK)

Create User Id: String
Create Date: Datetime

&, Service Sequence Nmber: Number

Award Id: Number (FK)
Location Id: Number (FK)
Protégée 1d: Number (FK)
Mentor ID: Number (FK)

Start Date: Datetime

End Date: Datetime

Number Of Hours: Number
Number Of Sessions: Number
Mentor Assessment Comments: String
Create User Id: String

Create Date: Datetime

1,2 /1,3 —-3:20:27 PM, 1/15/2004
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Development..FAST -- Display1 / <Main Subject Area>

Technology Area Code
& Technology Area Code: Number

Technology Area Text: String
Create User Id: String
Create Date: Datetime

Area of Expertise
@, Area of Expertise Code: Number

Area of Expertise Text: String
Create User Id: String
Create Date: Datetime

Sequence Generation
& Ssequence Id: String

Sequence Number: Number
Create User Id: String
Create Date: Datetime

1,3 /1,3 - 3:20:27 PM, 1/15/2004
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Development..FAST -- Display1 / <Main Subject Area>

sbaref..County

@, StCd: char(2) NOT NULL (FK)
artner..PrtLocTbi & CntyCd: char(3) NOT NULL

&, Locld: numeric(7,0) NOT NULL L

sbaref..State
@&, stcd: char(2) NOT NULL

IMMentrPrtTbl
& IMMentrid: int NOT NULL (FK)
@&, Locld: numeric(7,0) NOT NULL (FK)

IMMentrPrtActvinactind: bit NOT NULL
IMMentrPrtCreatUserld: char(15) NOT NULL
IMMentrPrtCreatDt: datetime NOT NULL

?

IMAwrdTbl
@, IMAwrdid: int NOT NULL

IMPrtAwrdTbl

IMAwrdFisclYrNmb: char(4) NOT NULL

IMAwrdAmt: money NOT NULL

€, IMAwrdid: int NOT NULL (FK)
&, Locld: numeric(7,0) NOT NULL (FK)

IMAwrdCreatUserld: char(15) NOT NULL
IMAwrdCreatDt: datetime NOT NULL

IMSBIRSTTRPartThl

IMPrtAwrdLeadInd: bit NOT NULL
IMPrtAwrdActvinactind: bit NOT NULL
IMPrtAwrdCreatUserld: char(15) NOT NULL
IMPrtAwrdCreatDt: datetime NOT NULL

@, MProtgld: int NOT NULL (FK)
&, IMSBIRSTTRPartSeqgNmb: int NOT NULL

IMFedAgncySeqNmb: tinyint NOT NULL (FK)
IMAwrdCntrctNmb: varchar(20) NULL
| IMAwrdCntrctYrNmb: char(4) NULL
| IMSBIRSTTRCreatUserld: char(15) NOT NULL
‘ IMSBIRSTTRCreatDt: datetime NOT NULL

IMProtgThl

&, IMProtgld: int NOT NULL

IMProtgBusNm: varchar(80) NOT NULL
IMProtgStrNmb: char(10) NULL
IMProtgStr1Nm: varchar(40) NOT NULL
IMProtgStr2Nm: varchar(40) NULL
IMProtgCtyNm: varchar(40) NOT NULL
CntyCd: char(3) NOT NULL (FK)

StCd: char(2) NOT NULL (FK)

IMFedAgncyTbl
&, IMFedAgncySeqNmb: tinyint NOT NULL

IMFedAgncyNm: varchar(80) NOT NULL
IMFedAgncyActvinactind: bit NOT NULL

Zip5Cd: char(5) NOT NULL (FK)
Zip4Cd: char(4) NULL (FK)
IMProtgPhnNmb: char{10) NOT NULL
IMProtgCntctLastNm: varchar{40) NULL
IMProtgCntctFirstNm: varchar(40) NULL
IMProtgCntctlnitialNm: char(1) NULL

IMFedAgncyCreatUserld: char(15) NOT NULL IMProtgCntctTitINm: varchar(80) NULL | — — —
IMFedAgncyCreatDt: datetime NOT NULL IMProtgCntctPhnNmb: char(10) NULL
__ 9 IMProtgCntctEmailAdr: varchar(80) NULL
. |r IMProtgWmnOwnlind: tinyint NULL
SbarciESthiniceaTbr o EthnicCd: char(2) NULL (FK)
@, EthnicCd: char(2) NOT NULL | ] IMProtgSDBInd: tinyint NULL
BusTypCd: tinyint NULL (FK)
IMProtgBusStrtDt: datetime NULL o——

IMProtgBusEmpNmb: int NULL
IMProtgPrevGovtCntrctind: tinyint NULL
IMProtgComrclinvtnind: tinyint NULL
IMProtgPatentNmb: int NULL
IMProtgActvinactind: bit NOT NULL
IMProtgCreatUserid: char(15) NOT NULL
IMProtgCreatDt: datetime NOT NULL

sbaref..BusTypTbl |
& BusTypCd: tinyint NOT NULL } |
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IMMentrThbl
&, IMMentrid: int NOT NULL IMMentrTechAreaTbl
& IMTechAreaCd: tinyint NOT NULL (FK)
@, IMMentrid: int NOT NULL (FK)

IMMentrBusNm: varchar(80) NOT NULL

} IMMentrLastNm: varchar(40) NULL

| IMMentrFirstNm: varchar(40) NULL IMMentrTechAreaActvinactind: bit NOT NULL

| IMMentrinitialNm: char(1) NULL IMMentrTechAreaCreatUserld: char(15) NOT NULL |¥
— @ IMMentrStrNmb: char(10) NULL IMMentrTechAreaCreatDt: datetime NOT NULL

IMMentrStriNm: varchar(40) NOT NULL
IMMentrStr2Nm: varchar(40) NULL
IMMentrCtyNm: varchar(40) NOT NULL
CntyCd: char(3) NOT NULL (FK)

StCd: char(2) NOT NULL (FK) IMMentrAreaExprtseTbi

Zip5Cd: char(5) NOT NULL (FK) &, IMMentrid: int NOT NULL (FK)
Zip4Cd: char(4) NULL (FK) & IMAreaExprtseCd: tinyint NOT NULL (FK)

I N b char (10} NOTINULE ] IMMentrSkillAcqYrNmb: char(4) NOT NULL

L GO B IEAC R IL S L IMMentrSkillActvinactind: bit NOT NULL
B varchar (B0NOTINUEE IMMentrAreaExprtseCreatUserld: char(15) NOT NULL

IMMentrActvinactind: bit NOT NULL IMMentrAreaExprtseCreatDt: datetime NOT NULL
IMMentrCreatUserld: char(15) NOT NULL

IMMentrCreatDt: datetime NOT NULL

IMPrtMentrProtgThl

€, IMMentrid: int NOT NULL (FK)

@\ Locld: numeric(7,0) NOT NULL (FK)
&, IMProtgld: int NOT NULL (FK)

IMPrtMentrProtgCreatUserld: char(15) NOT NULL
IMPrtMentrProtgCreatDt: datetime NOT NULL

|
\ IMMentrServPrvdThl

‘ & IMMentrServSeqNmb: int NOT NULL (FK)
‘l & IMAreaExprtseCd: tinyint NOT NULL (FK)
|

sbaref..ZipCdTbl
@, Zipcds: char(5) NOT NULL
@ ZipCd4: char(4) NOT NULL

IMMentrServPrvdCreatUserld: char(15) NOT NULL
IMMentrServPrvdCreatDt: datetime NOT NULL

.._________..__.________._v

IMMentrServTbl
@, IMMentrServSeqNmb: int NOT NULL

IMAwrdld: int NOT NULL (FK)

Locld: numeric(7,0) NOT NULL (FK)
IMProtgld: int NOT NULL (FK)

IMMentrid: int NULL (FK)
77777777777 @ IMMentrServStrtDt: datetime NOT NULL
IMMentrServEndDt: datetime NOT NULL
IMMentrServHrsNmb: tinyint NOT NULL
IMMentrServSesnsNmb: tinyint NOT NULL
IMMentrServAsmtCmntTxt: varchar(255) NULL
IMMentrServCreatUserid: char(15) NOT NULL
IMMentrServCreatDt: datetime NOT NULL
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IMTechAreaCdTbl
&, IMTechAreaCd: tinyint NOT NULL

IMTechAreaDescTxt: varchar(80) NOT NULL
IMTechAreaCreatUserld: char(15) NOT NULL
IMTechAreaCreatDt: datetime NOT NULL

IMAreaExprtseTbl
—{ & IMAreaExprtseCd: tinyint NOT NULL

IMAreaExprtseDescTxt: varchar(255) NOT NULL
IMAreaExprtseCreatUserld: char(15) NOT NULL
IMAreaExprtseCreatDt: datetime NOT NULL

IMSeqNmbTbl
&, IMSeqld: varchar(20) NOT NULL

IMSegNmb: int NOT NULL
IMSeqNmbCreatUserld: char(15) NOT NULL
IMSeqNmbCreatDt: datetime NOT NULL
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